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IPv6

IPv6 IP 128
2 IPv4

IPv6 IP 64 64

2001:0000:0eab:DEAD:0000:00A0:ABCD:004E

symbol

2001 0000 Odea C1AB 0000 00DO ABCD 004E
2001:0:eab:DEAD:0:A0:ABCD:4E - leading zeros can be omitted
2001:0:0eab:dead:0:a0:abcd:4e — not case sensitive

2001:0:0eab:dead::a0:abcd:4e - valid

2001:eab:dead:a0:abcd:4e - invalid

IPv6 ‘o no IPv4
2001:eab::1/128 - single Host

2001:eab::/64 — network

IPv6

oS IPv6
IPv6

IPv6

IPv6

IPv6

IPv6
IPv6

Mobility Conductor
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o IPv6

IPv6

Mobility Conductor

Mobility Conductor

IPv4 IPv6
IPv6
® VLAN — VLAN [Pv4
IPv4
® Conductor IP — IPv6

IPv4 AP

IPv6

IPv4 AP

IPv6

Mobility Conductor

IPv4 Mobility Conductor IPv6
Mobility Conductor IPv4 VPNC
VPNC IPv4 IP
® VRRPIP — 2 VRRP IPv4
® LMSIP — AMON LMS IP IPv4 IPv6
Mobility Conductor IPv4 IPv6
IPv6 AMON PAPI
° DHCP ZTP — IPv6 DHCP 17
16 IPv6 ZTP DHCP 17
IPv4
) - IPv4  IPv6
IPv6 IPsec Mobility Conductor
IP IPv4
IPv6
IPv6 0S§8.7.1.2 AP
30 0S 8.7.1.3 AP AP
17
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058.7.00 IPv4 no
controller-ip IPv4 IPv6
no controller-ip
1 IPv4
[ |
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VPNC
IPv6
AP IP
IPv6 RADIUS ClearPass Policy Manager

H NTP
B  SNMP
m SCP
m FTP
| TFTP
m RADIUS

ARM ClientMatch

upgrademgr Mobility Conductors
AirMatch
WebCC Web

IPv6

H  Airgroup
m UCC
[ | ZTP
[ | OSPF

VIA

DHCP VLAN IP

IPv6 DHCP

WAN
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Cellular

Kerberos
NTLM
WISPr
LDAP
Dynamic DNS
EST
IPv6

OS 8.x IPv6

IPv6

IPv6
IPv6
IPv6

Mobility Conductor

IPv6

7000 7200

IPv6

Mobility Conductor

IPv6

IPv6

tab.

IPv6

DCYK IPv6



gmwzﬂ
Yunke China

IPv6 IPv6
IPv4 IPv6 IPv6

IPv6

Mobility Conductor AP IPv6

0s Mobility Conductor IPv6
IPv6 Mobility Conductor AP IPv4 IPv6 AP
IPv6 IPv6 IPv4
IPv6 AP IPv6 AP IPv4 IPv6
0S 84.00 AP MultiZzone
IPv4 IPv6 [Pv4 IPv6 AP MultiZone
464 MultiZone
IPv6 IPv6
IPv6

| ] show datapath ip-reassembly ipv6 — View the IPv6 contents of the IP reassembly statistics table.

] show datapath route ipv6 — View datapath IPv6 routing table.

| ] show datapath route-cache ipv6 — View datapath IPv6 route cache.

] show datapath tunnel ipv6 — View the tcp tunnel table filtered on IPv6 entries.

| ] show datapath user ipv6 — View datapath IPv6 user statistics such as current entries, pending
deletes, high water mark, maximum entries, total entries, allocation failures, invalid users, and maximum link length.

| ] show datapath session ipv6 — View datapath IPv6 session entries and statistics such as current entries, pending
deletes, high water mark, maximum entries, total entries, allocation failures, invalid users, and maximum link
length.

u show controller-ipv6 — View IPv6 address and VLAN interface ID of the managed device.

show IPv6 AP

DCYK IPv6
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] show ap database

] show ap active

| ] show user

] show ap details ip6-addr

] show ap debug

IPv6
IPv6 AP
Forward Mode - Tunnel Yes
Forward Mode - Decrypt Tunnel Yes
Forward Mode - Bridge Yes
Forward Mode - Split Tunnel Yes
AP Type - Campus AP Yes
AP Type - Remote AP Yes
AP Type - Mesh Node No Yes
CPsec Yes
Wired-AP or Secure-Jack Yes
Fragmentation or Reassembly Yes
MTU Discovery Yes
Provisioning Through Static IPv6 Addresses Yes
Provisioning Through IPv6é FQDNConductor Name Yes
Provisioning from WebUI Yes
Provisioning Through IPv6 FQDN Yes
Provisioning Through DHCPv6 Option 52 Yes
AP Boot by Flash Yes
AP Boot by TFTP Yes

DCYK IPv6
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IPv6 AP

WMM QoS Yes

AP Debug and Syslog Yes

ARM & AM Yes

WIDS Yes

CLI Support for Users and Datapath Yes

AP MultiZone Profile Yes

Duplicate Address Detection (DAD) Yes
e B A 3B 28 K I

WebUI  CLI IPv6 MLD
ssm-range
SSM
S G
IPv6
) -
IPv6 SSM FF3X 4000 1-FF3X FFFF FFFF SSM
Y —
MLDv1
MLD IPv6
IPv6 IPv6
2

DCYK IPv6
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IPv6

(OR) IPv6 IPv6
EH IPv6 CLI EH
EH EH
CLI EH IPv6
(host) [md](config) #netexthdr default

(host) [md](config-exthdr) #eh <eh-type> permit | deny

CLI EH
(host) [md](config-exthdr) #show netexthdr default

IPv6
IPv6
IPv6

ACL captive

(host) [md] (config)#ipv6 user alias controller 6 svc-https captive
IPv4
WebUI CLI IPv6 IPv4
331
IPv6 RA
0Ss IPv6 RA ipv6
IPv6
DCYK IPv6
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IPv6

RA RA

RA

IPv6

IPv6

RA

IPv6 :

0sS

3 IPv6 IPv6

802.1X Yes
Stateful 802.1X Yes
Local database Yes
Captive Portal Yes
VPN Yes
xSec No
MAC-based Yes
IPv6 802.1X IPv4
Mobility Conductor 802.1X 269 802.1X
Mobility  Conductor PEFNG IPv6

DCYK IPv6
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IPv4 IPv6
JIPv6 NAT
1. Mobility Conductor “ > > ”
2. Global Setting
3. “IPv6”
a. “ ping " ( 30 )
b. IP ( 30 )
c. “ TCP SYN ( 30 )
4.
5. “ "
CLI

(host) [mynode] (config)#ipv6 firew all attack-rate ping 15
(host) [mynode] (config)#ipvé firewall attack-rate session 25

(host) [mynode] (config)#ipv6 firewall session-idle-timeout 60

IPv4 IPv6 IPv4 IPv6

IPv4 IPv6 IPv4 IPvV6

ipv6-web-only, IPv6 Web(HTTP

DCYK IPv6
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HTTPS) “web-guest”
web-guest IPv6 IPv4 IPv6
IPv6
IPv6
1 ¢ " “ > > ”
2 et
3. ipv6-web-only
5.
6. ipv6-only
7. . >ipv6-only web-rules” et
9. IP IPv6
0. “ " .
a. IPv6 2002:d81f:f9f0:1000::
b. IPv6 64
c “ / “ " dd. “
“svc-http”
11
12. ipv6-web-only >+ HTTPS
a. “IP K “IPv6”
C. P, 2002:d81f:f9f0:1000::
d. “ 64

DCYK IPv6
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e. - / " “ "t svc-https
14.
15. “ K
16. * K K
CLI IPv6
(host) [md] (config)#ip access-list session ipv6-web-only
(host) [md] (config-submode)#ipv6 network 2002:d81f:f9f0:1000::/64 any svc-http permit
(host) [md] (config-submode)#ipv6 network 2002:d81f:f9f0:1000::/64 any svc-https permit
IPv6
IPv6
1o ” “ mse
2.
3. web-guest
4. “ "
5. web-guest
6. “ "
7. Web >
9. "
10. “ "
11.
12. * " “ "
CLI IPv6
(host) [md] (config)#user-role web-guest
(host) [md] (config-submode)#access-list session ipv6-web-only position 1
DCYK IPv6
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